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L. Omnpenenenust

B HACTOAIICM NOKYMCHTC HUCIIOJIB3YIOTCA CICAYIOIUC TCPMUHBI U UX OMPCACIICHUA.

ABTOMATH3HPOBAHHAsT 00pa0doTKa MNEPCOHAJBHBIX JAaHHBIX — 00paboTKa
MNEPCOHAJIBHBIX NAHHBIX C MTOMOIIBIO CPCIACTB BBIYUCIUTEIBHON TEXHUKH.
Be3onacHocTh mnepcoHANBbHBIX JaHHBIX —  COCTOSIHHE  3alIMIIEHHOCTU

HepCOHa.HBHBIX JaHHBbIX, xapaKTepmyeMoe CHOCO6HOCTBIO HOHB3OBaTCHCﬁ, TCXHUYCCKUX
cpenctB ¥ WH(DOPMAIMOHHBIX  TEXHOJIOTHH  o0OecrneunuTh  KOH(PHUIACHIIMATBHOCTD,
[IEJIOCTHOCTh W JOCTYIHOCTh NEPCOHANBbHBIX JaHHBIX IpH HX 00paboTke B
WH(OPMAIMOHHBIX CHCTEMaX MEePCOHANTBHBIX TaHHBIX.

BiokupoBaHue mepcoOHAJBHBIX JAaHHBIX — BPEMEHHOE MpeKpaiieHue coopa,
CUCTEMATH3allMK, HAKOIUICHHUS, WCIOJIb30BaHUS, pPaCIpPOCTPAHEHUS, IEPCOHATBHBIX
JAaHHBIX, B TOM YHUCJIC UX Hepez[atm.

Joctyn k uHpOpMamMu — BO3MOXHOCTh MOJy4deHHs HHbopManuu u eé
HCIIO0JIb30BaHMUS.
3ammmaemass uHdopmauusa — uHboOpMaluA, SBIAIOMIAACA MPEIMETOM

COOCTBEHHOCTH M TOJUIeXkAlasi 3alluTe B COOTBETCTBUH C TPEOOBAaHMSIMU IPABOBBIX
JOKYMEHTOB MJIU TpeOOBaHUAMH, YCTAaHABIMBAEMbIMH COOCTBEHHUKOM MH(OpPMAIIHH.

HNpentudukanmsa — mpucBoeHHe cyObeKTaM M O0OBEKTaM  JIOCTymHa
UICHTUPUKATOPa M (MJIM) CpaBHEHHE NPEABABIIEMOro HICHTH(UKATOpa C IMEpeyHeM
IPUCBOCHHBIX HJCHTH(PHUKATOPOB.

HNudopmanuoHHass cHUCTeMa MEPCOHATbHBIX JAAaHHBIX — COBOKYIIHOCTb
comepkamuxcsi B 0a3aX [aHHBIX NEPCOHAJIBHBIX MAHHBIX M OOECHEYMBAIONINX X
00paboTKy HH(POPMAIIMOHHBIX TEXHOJIOTUN U TEXHUIECKUX CPEJICTB.

HNudopManuoHHasi TeXHOJIOTUS — IIPOIECCH], METO/BI TIOMCKA, cOOpa, XpaHEeHN,
00paboTKH, IPEIOCTABIICHHS, pACIPOCTPaHEHHsI MHOOPMAIIMH U CIIOCOOBI OCYIIIECTBICHHUS
TaKHUX MPOIECCOB U METO/IOB.

HcTounnk yrpo3sl 6€30MacHOCTH NMEePCOHAIBHBIX JAHHBIX — CYOBEKT J0CTYIIA,
MaTepualbHBIl  00BEKT WM (U3NYECKOe  SBJICHUE,  SBISIOMIUECS  NPHYHMHOU
BO3HUKHOBEHUS YIPO3bl 0€30IaCHOCTH NIEPCOHANBHBIX TaHHBIX.

KouTtposiupyemasi 30Ha — mpOCTpaHCTBO (TEPPHUTOPHS, 3[aHUE, YacThb 3JaHMS,
MIOMEIIIEHUE), B KOTOPOM HCKIIFOUYEHO HEKOHTPOJIUPYEMOe MpeObIBaHuEe TOCTOPOHHUX JIUII,
a TaK)Ke TPAHCIOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPHAIbHBIX CPE/CTB.

KoH(puaeHINAJIBHOCTh MEPCOHATBHBIX JAHHBIX —  00s3aTenbHOE  JUIA
COOJIIOICHUS OTIEPAaTOPOM MJIM WHBIM MOJYYUBIINM JOCTYN K T€PCOHAIBHBIM JaHHBIM
JULIOM TpeOOBaHME HE PacIpOCTPaHATh X 0€3 coracus CyobeKTa MepCOHANbHBIX JaHHBIX
WJI HAJIM9HS HTHOTO 3aKOHHOTO OCHOBAHMS.

Hapymmreas 0e30MacHOCTH MNEPCOHANBHBIX AAHHBIX — (HU3UYECKOE JIMIIO,
CITy4aiiHO WM NIPEJHAMEPEHHO COBEpPILIAOIIee NEHCTBUS, CIEACTBHEM KOTOPBIX SBIISCTCS
HapyleHne Oe30MacHOCTH MEPCOHAIBHBIX NAHHBIX NMPH MX 00paboTKe TEXHHUYECKUMHU
CpeAcTBaMHU B HH(OPMAITMOHHBIX CHCTEMaX IEPCOHAIBHBIX TaHHBIX.

HecaHKunoHNpPOBaHHBIN A0CTYN (HECAHKIMOHUPOBAHHBIE I CTBHA) — 1OCTYII
K mHGOpManuu Wwin AeiicTBUS ¢ MH(MOpMaLMel, HapylIaonye IpaBuia pasrpaHudCHHs
JIOCTYyIAa C HUCIOJIb30BAHUEM ILUTATHBIX CPEICTB, MPENOCTABISIEMbIX HWH(OPMAIIMOHHBIMU
CHCTEeMaMH MEPCOHAIBHBIX JJAHHBIX.

Hocureas ungopmanuu — GU3NUECKOE JHIIO UM MaTEPUANbHBIM 00BEKT, B TOM
gyucine (U3NYECKoe IoJie, B KOTOpOM HH(OpManus HAXOAWT CBOE OTPAKCHHWE B BHIC
CHUMBOJIOB, 00pa30B, CHUTHAJOB, TEXHUYECKUX PEUICHUH U TPOLECCOB, KOJINYECTBEHHBIX
XapaKTepPUCTHK (PU3NIECKUX BEIUYNH.



O0e31MUMBaHUE TEPCOHAJIBHBIX JAaHHBIX — JICEUCTBUS, B PE3ylbTaTe KOTOPBIX
HEBO3MOYKHO ONPEACIIUTh NPUHAJICKHOCTh IEPCOHAIBHBIX JaHHBIX KOHKPETHOMY
CyOBEKTY MepPCOHATBHBIX TaHHBIX.

OO0padoTka mNepPCOHANBHBIX [JaHHBIX — JI000e jeicTBUEe (omepanus) WIN
COBOKYITHOCTh JIEHCTBUN (Omepanuii), COBEpIIAEMBIX C MHCIOJIb30BAHUEM CPEICTB
aBTOMAaTH3aIlMU WIK 0€3 HCIOJIb30BAHMS TAKUX CPEJCTB C TNEPCOHATBLHBIMU JTaHHBIMH,
BKIItoUasi cOOp, 3ammch, CHCTEMAaTU3allMI0, HAKOIUICHUE, XpaHEHHe, YTOYHEHUE
(oOHOBJICHUE, M3MEHECHHE), WU3BJICYCHHE, HCIOJb30BaHUE, Tepenady (pacrnpocTpaHEHHE,
MpeIOoCTaBlIeHUE, JIOCTYI), O0€3IMYMBaHUE, OJOKUPOBAHHE, YIAICHHE, YHUUYTOKEHUE
MEePCOHAIIbHBIX JAHHbIX.

OO0beKT BBIYMCIUTETbHON TEXHUKH — CTAIMOHAPHBIA MU TIOJBUKHBIA OOBEKT,
KOTOPBIA  TPEACTABISIET COOOM KOMIUIEKC CpPEICTB  BBIUYHUCIUTEIBHOM TEXHUKH,
npeIHa3HAYCHHBIH [T BBIOJIHEHUS ONpeAeTeHHbIX (yHKINN 00paboTku nHpopmarmn. K
00BbEKTaM BBIUYMCIUTEIPHON TEXHUKH OTHOCATCS aBTOMAaTHU3UPOBAHHBIC CHCTEMBI,
ABTOMATU3UPOBAaHHBIE paboure MecTa, WH()OPMANMOHHO-BHIYMCIUTENBHBIC LEHTPHl U
JIPYTUe KOMIUIEKCHI CPEJICTB BBIYMCIUTEIbHON TeXHUKH. K 00BEKTaM BBIYUCIUTEIHLHOMN
TEXHUKU MOTYT OBITh OTHECEHBI TaK)Ke OT/ACTbHBIC CPEACTBA BHIUMCIUTEIHLHON TEXHUKH,
BBITIOJTHSIFOIITE CAaMOCTOATENbHBIE QYHKIIMA 00pabOTKHU HHPOpMAIIHH.

OmnepaTtop nepcoHAJBHBIX JAHHBIX — FOCYJAapPCTBEHHBIN OpraH, MyHULIMTAIbHBIN
OpraH, PUINYECKOe WIH (U3UIECKOE JTUI0, CAMOCTOSTEIIBHO HJIM COBMECTHO C JIPYTUMH
JUIAMH OPTaHU3YIOIIKE U (WJIH) OCYIIECTBIISIONIIE 00paboTKy MEepCOHANBHBIX JaHHBIX, a
TaK)Ke OMpPEACIIAIONINE MeIn 00padOTKH MEePCOHANBHBIX JTaHHBIX, COCTAB MEPCOHATBHBIX
MaHHBIX, ToJuIekammx  oOpaboTke, JAeicTBus  (Omepanuu), COBEpIIAEMBIE  C
MEePCOHAJIbHBIMU TAHHBIMHU.

IlepcoHanbHble AaHHBIEe — J00as HMHPOpPMALUS, OTHOCALIASCA MPSAMO WIH
KOCBEHHO K ONPENEICHHOMY WJIH oOmpeaeiaseMoMy (u3ndeckoMy JHIy (CyOBeKTy
MEPCOHANIbHBIX TAHHBIX).

IMoab30BaTe b MHPOPMALMOHHONH CHCTEMbI MEPCOHAJBHBIX JAHHBIX — JIMUIIO,
ydacTBylomiee B QyHKIIMOHUPOBAHUN UH(DOPMAIIMOHHOW CHCTEMBI IEPCOHAIBHBIX JTaHHBIX
WJIH MCTIOJIB3YIOIIEE PE3yIbTaThl €€ (PYHKITMOHUPOBAHMS.

IIpaBuia pa3rpaHuYeHus AocTyna - COBOKYITHOCTb paBuII,
peraaMeHTHPYIONIMX paBa JOCTyNa CyObeKTOB JOCTYyIa K 00beKTaM JOCTyIa.
IIpenocraBijieHHe MNEPCOHAJBHBIX JAHHBIX — JICHCTBHS, HAlpaBICHHbIE Ha

pPacKpbITHE TEPCOHAIBHBIX TAHHBIX OIpPEIEICHHOMY JHUIy WM OIpENeICHHOMY KpPYTy
T,

IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKoe) BO3/eiicTBHE -
HECaHKIMOHUPOBAHHOE BO3/IEICTBUE Ha pecypcbl ABTOMAaTU3UPOBAHHON
MH(OPMALIMOHHONW  CHCTEMbI, OCYIIECTBISIEMOE C HCIOJIb30BAaHUEM BPEJOHOCHBIX
porpamm.

PacnpocTpaHeHHe NepCOHAJIBHBIX JaHHBIX — JIEHCTBUSA, HaNpaBJIEHHbIE Ha
PaCKpbITUE EPCOHATBHBIX JIAHHBIX HEOMPEACIICHHOMY KPYTY JIUII.

Pecypc uH(pOpMAIMOHHOI CHCTeMbl — HMEHOBAaHHBIA 3JEMEHT CHUCTEMHOTO,
NPUKIAJHOTO WM ammapatHoro obecnedeHus (YHKIMOHMPOBAHUS HHQPOPMALMOHHOM
CUCTEMBI.

CucremMa 3alIMTHI NMEPCOHATBHBIX JAHHBIX — COBOKYIHOCTb OpPraHOB U (WJIN)
UCIIOJTHUTEIIEH, UCIIONb3YyeMOl UMU TEXHUKH 3alUThl MHPOpPMAIUH, a Takke O0OBEKTOB,
OpraHW30BaHHas W (PYHKIMOHUPYIOIIAs [0 TMpaBWiIaM W HOpPMaM, YCTaHOBJICHHBIM
COOTBETCTBYIOIIMMHU JOKYMEHTaMH B 00JIaCTH 3alIUThl IEPCOHABHBIX JaHHbIX.

CpeactBo kpuntorpadguyeckoil 3amutbl MHGOPMANUM — CPEJCTBO 3alIUThHI
uHpopMaIuy, peanu3yroniee ajIrOpUTMbl  KPUNTOTpadUueckoro mpeodpa3oBaHUs
nHpopmanuu.



Cy0bexkT goctyna — JMI0 WIM Mpolece, AEUCTBUS KOTOPOrO pEraMEeHTHPYIOTCS
IpaBUJIaMU pa3rpaHUYEHuUs JOCTYIIA.

Cy0beKThl NepCOHATbHBIX JAHHBIX — pA0OTHUKH, KOHTPATeHTHI U IPYTHE JTUIIA.

TexHuuyeckuid KaHaJ YTe4KM MHEMOPMANUUM — COBOKYIHOCTb HOCHUTEIA
uHpopmanuu  (cpexctBa  00pabOTKM),  (PHU3MUECKOM  cpelbl  paclpOoCTpaHEHHS
MH(OPMATUBHOTO CUTHANIA U CPEJCTB, KOTOPBIMH J100bIBAaETCS 3amiuiiaeMas HHhopMaius.

TexHnuyeckue cpeacTsa HHPOPMALMOHHON CHCTEMbI IEPCOHAIBHBIX JAHHbIX —
CPEICTBA BBIYMCIUTEIBHON TEXHUKH, MH(YOPMAIIMOHHO-BHIYMCIUTEIbHBIE KOMIUJIEKCHl U
CeTH, CPEICTBAa M CHCTEMBI Iepelaud, MpHeMa M OO0pabOTKM MEPCOHATIBHBIX JaHHBIX
(cpeactBa W CHUCTEMBI  3BYKO3AllUCH, 3BYKOYCHJIEHMsS, 3BYKOBOCHPOHU3BEIIECHUS,
IIEPETOBOPHBIE U TEIEBU3MOHHBIE YCTPOICTBA, CPEICTBA M3TOTOBIECHUS, TUPAKUPOBAHUS
JIOKYMEHTOB M JIPyTMe TEXHUYECKUE CPE/ICTBA 00pabOTKH peueBoi, rpaduueckoid, BUIEO-
U OykBeHHO-IIM(POBOI MH(MOPMALIUN), TPOTPAMMHBIE CPEICTBA (OTIEPAIMOHHBIE CUCTEMBI,
CUCTeMBbl yIpaBiieHuss 0Oa3aMM JaHHBIX M T.I.), CPEICTBa 3alluThl HH(pOpPMaIuUH,
MPUMEHSIEMbIE B HHPOPMAIIMOHHBIX CUCTEMAX.

Yrpo3sl 0€30l1aCHOCTH NMEPCOHAJBHBIX JAHHBIX — COBOKYIHOCTh YCJIOBHH H
(baKTOpOB, CO3MAIONIUX OMACHOCTh HECAHKLIMOHWPOBAHHOIO, B TOM YHCIE CIy4alHOTO,
JOCTyNa K MEePCOHAIbHBIM JIaHHBIM, PE3YyJIbTaTOM KOTOPOTO MOKET CTaTh YHHUYTOXKEHUE,
W3MEHEHHE, OJIOKMPOBaHUE, KOMUPOBAHUE, PACIPOCTPAHEHUE MEPCOHAIBHBIX NaHHBIX, a
TaKk)K€ MHBIX HECAaHKIIMOHUPOBAHHBIX AEUCTBUU IpHU UX 00paboTke B MH(GOPMaLMOHHOU
CUCTEME IIEPCOHANIBHBIX TAHHBIX.

YHHUYTOXKEeHHEe NMEePCOHATbHBIX NAHHBIX — JIEHCTBUA, B pPE3yJibTaTe KOTOPBIX
HEBO3MOJKHO BOCCTaHOBHUTH COJIEp’KaHUE IEPCOHATBHBIX TaHHBIX B WH(POPMAITMOHHON
CUCTEME T[EepPCOHAJbHBIX JAHHBIX WM B pPE3yJabTaTe KOTOPHIX YHHUYTOXKAIOTCS
MaTepHualbHbIe HOCUTEIH MEPCOHATBHBIX JaHHBIX.

Yreuka (amumaemMoid) HHPOpMaNUU MO0 TEeXHUYECKUM KaHajJIaM —
HEKOHTPOJIMPYEMOE  paclpocTpaHeHHue UWHGOpMAaMM OT HOCHUTENS  3allUIIaeMOU
uH(popMaluu yepe3 (PU3NUECKYI0 CpeAy 10 TEXHMUYECKOTO CPENCTBA, OCYIIECTBIISIIOIIETO
nepexBar HHPOpMaIuu.

LesocTHOCTH, MHPOPMAIIUM — CTIOCOOHOCTH CPEACTBA BBHIYMCIUTEILHON TEXHUKU
WIH aBTOMATU3MPOBAHHOW CHCTEMBI OOecleYnBaTh HEU3MEHHOCTh WH(OpManuu B
YCHOBHUSX CIy4ailHOTO W/WJIM IIPEAHAMEPEHHOT0 UCKAXKEHUA (pa3pylieHuUs ).

I11. BBenenue

Hacrosimas [Tonmutrka 6e30macHOCTH EPCOHANBHBIX JTAHHBIX, 00pa0aThIBACMbIX B
UHPOPMALIMOHHBIX cHcTeMax MepcoHambHbIX JaHHBIX OAO «[IMK-5» (nmamee -
[Tonutuka), sABnasercd O(QUUUAIBHBIM JOKYMEHTOM M pa3paboTaHa B COOTBETCTBUU C
[EeNsIMH, 33/1a4aMd U TPUHIUIIAMU oOecrieyeHus 0e30MacHOCTH MEePCOHAIBHBIX JIaHHBIX
n310xkeHHbIX B KoHuenuu 0e30macHOCTH MEPCOHAIBHBIX JaHHBIX, 00pa0aThIBA€MbIX B
UHPOPMALIMOHHBIX cHcTeMax mepcoHalbHBIX JaHHBIX OAO «[IMK-5»(namee -
OO011€ecTBO).

B Tlonutuke omnpexneneHsl TpeOoBaHus K paboTrHukam OOriecTBa, CTENEHb
OTBETCTBEHHOCTH DPAOOTHHUKOB, CTPYKTYpa M HEOOXOJUMBIN YPOBEHb 3alUILEHHOCTH,
CTaTyc M JOJDKHOCTHBIE OOS3aHHOCTH pPAOOTHUKOB, OTBETCTBEHHBIX 3a oOOecreucHHe
0€30I1aCHOCTH MNEPCOHAIBHBIX JAaHHBIX B HH()OPMAIMOHHBIX CHUCTEMAax MEPCOHAIbHBIX
nauaeix OO1ecTna.

I11. O01mme MoJI0KEeHHU S

Hempro  wHacrosmer  [lomutukm — gBasercs — oOecriedeHne  0€30MACHOCTH
NEPCOHATIBHBIX HJaHHBIX OGH_ICCTBa OT BCCX BHJIOB YI'pO3, BHCIIHHUX W BHYTPCHHUX,



YMBIIUICHHBIX U HEMpeIHAMEPEHHBIX, MUHUMU3AIMS yIepOa OT BO3MOXHOU peanu3aiun
yrpo3 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX.

be3zonacHOCTh  MEpPCOHANBHBIX  JAHHBIX JIOCTUTAETCS IMYyTEM  HUCKIIOYEHUS
HECaHKIIMOHHUPOBAHHOTO, B TOM YHCJIE€ CIy4allHOro, AOCTYyNa K MEePCOHAIBHBIM JIaHHbIM,
pEe3yNbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXKEHHE, W3MEHEHHE, OJOKHpOBaHUE,
KONUPOBAaHUE,  pACHpOCTpAaHEHHUE  IEPCOHAIbHBIX  JIAHHBIX, a  TaKXKe  HHBIX
HECAHKLIMOHUPOBAHHBIX JACHCTBUM.

WNudopmanus u cBi3aHHbIE C HEMl pecypchl JOKHBI OBITH TOCTYIHBI TOJIBKO AJIS
ABTOPU30BAHHBIX MOJb30BaTeNel. B HH(MOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TaHHBIX
JOJI’KHO OCYIIECTBISITHCS CBOEBPEMEHHOE OOHAPYKEHHUE YTPO3 U pearnpoBaHKe Ha YTPO3bl
0€30MacHOCTH MEPCOHATBHBIX TaHHBIX.

B uH(bopMalMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX HEOOXOAMMO HCKIIOUUTH
BO3MOXXHOCTh ~ TPEJHAMEPEHHBIX WM  CIYYalHBIX, YACTUYHBIX WJIM  TOJHBIX
HECaHKIIMOHUPOBAHHBIX MOAU(PUKALUN WM YHUUYTOKEHUS JAHHBIX.

[lepeuenr mnepcoOHaNbHBIX JIAHHBIX, MOJJICKAIIMX 3allUTe, OINpEICICH B
[Tooxennu 06 06padoTke mepcoHanbHBIX HaHHBIX B OAO «[IMK-5».

IV. CucreMa 3a1IUTHI EPCOHATBHBIX JIAHHBIX

Cucrema 3aMThI IEPCOHANBHBIX JAHHBIX CTPOUTCS HA OCHOBAHUH:

- Ilepeunst nepcoHabHBIX JaHHBIX, TOAJIEKAIUX 3alUTE;

- Ilepeuns nHPOPMALIMOHHBIX CUCTEM MEPCOHAIBHBIX IaHHBIX;

- AKTa onpenieneHus ypOBHS 3aIIUIIECHHOCTH IIEPCOHAIBHBIX JaHHBIX IIPHU MX
00paboTke B MHPOPMAITMOHHOM CHCTEME MEPCOHATBHBIX JaHHBIX;

- YacTHOH MOJenu yrpo3 M HapymuTens Oe30MacHOCTH MEepCOHATBHBIX
JAHHBIX;

- [Tonoxkenuss o pasrpaHMYEHMHM TIpaB JocTyna K o00paOaThIBaeMbIM
NIEPCOHAJIBHBIM JIaHHBIM;

- PyxoBonsanmx nokymentoB ®CTOK Poccun u @Cb Poccun.

Ha ocHOBaHMM 3THX JOKYMEHTOB OIIpeNeNsIeTcsi HEOOXOAUMBIH YpOBEHb
3alIMIIEHHOCTH MEPCOHANbHBIX JAHHBIX B KaXJI0W HHGOPMALMOHHON cucteme
NepcOHANbHBIX JaHHBIX OOmectBa. g Kaxaod MHPOPMALMOHHOM  CHUCTEMBI
NEPCOHANBHBIX JIAHHBIX JOJKEH OBbITh COCTABJIEH CIHUCOK HCIOJIB3YEMbIX TEXHUYECKUX
CpPeACTB, a TaKXe MPOrpaMMHOro oOOecreueHHuss YydJacTBymomero B 00palboTke
NIEPCOHAIBHBIX JaHHBIX, TOJIEKAIINX 3aAILNTE.

B 3aBucumMocTH OT YypOBHS 3alUIIEHHOCTH IIEPCOHAIBHBIX JaHHBIX B
UH(POPMALIMOHHOM CHUCTEME NEepCOHANbHBIX JAHHBIX M AaKTyalbHBIX YIpPO3, CHUCTEMa
3allUThl TNEPCOHAJIBHBIX JAHHBIX MOJKET BKJIIOYATh CIEAYIOIIME TEXHUYECKUE U
IIPOrPaMMHBIE CPENICTBA!

- AHTUBHUPYCHBIE CPE/ICTBA JJIs1 0OBEKTOB BHIYHUCIUTEIBHON TEXHUKH;

- CPEICTBA MEKCETEBOr0 YKPAHUPOBAHMS;

- cpeacTBa Kpuntorpaduyeckol 3amuTel HMH(pOpManuH, NpU Iepenade
3alMIaeMoi HH(OpMaIMK IO KaHaJIaM CBSI3H.

Tak ke B CIHCOK JOJKHBI OBITH BKIIIOYEHBI (DYHKIIMU 3aIIUTHI, 0OeCleurBaeMble
IITaTHBIMU ~ CPEJICTBAMM MH(POPMALIMOHHOM CHUCTEMbI IEPCOHAIBHBIX JaHHBIX MU
OTIEPALIMOHHBIX CHCTEM, MPUKIAJHBIM MPOTPAMMHBIM OOECIIEYCHHEM M CHEeIHaIbHBIMU
KOMILIEKCAMH, pEeaM3yIOIIUMU cpelcTBa 3amuThl. CHOUCOK (YHKUUH 3alUThl MOXKET
BKJIIOUYATh!

- YIPAaBIEHUE TOCTYIIOM H pa3srpaHUYCHHUE JOCTYIIA MTOJIb30BATEIEH;

- PETUCTPALMIO U yUeT ACUCTBUI ¢ nH(DOpMaIue;

- obecredyeHne 1eJ0CTHOCTH JIaHHbIX;



- oOHapyKEHHE BTOPIKEHUH.

CHucok WCMONBb3yeMbIX CpPEICTB JOJKEH TMOIJICPKUBATHCS B aKTyallbHOM
COCTOSIHMU. Bce W3MeHeHWsI cocTaBa CHCTEMBI 3allUTHl TEPCOHAIBHBIX JaHHBIX HWIIH
DJIIEMEHTOB  HMH(POPMAIIMOHHBIX CHUCTEM TIEPCOHANBHBIX JAHHBIX JOJDKHBI  OBITh
COTJIACOBAHBI ¢ AIMUHHUCTPATOPOM UH(POPMAITMOHHOHN 0€30MacHOCTH.

V. TpeﬁoBaHnﬂ K MoACUCTEMAM CHCTEMBI 3AIIIUTHI NEPCOHAIBHBIX TaHHBIX

Cucrema 3amThl TEPCOHAIBHBIX JIaHHBIX BKIIOYaeT B ceOs  clemyromme
MOJICUCTEMBI:

- yIpaBIeHUS JOCTYIIOM, PETUCTPAINH U YUeTa;

- o0ecreyeHus [IeIOCTHOCTH U TOCTYITHOCTH;

- AHTUBHUPYCHOU 3aIUTHI;

- MEKCETEBOT0 IKPAHHPOBAHMUS;

- aHaJIM3a 3allUIeHHOCTH;

- 0OHapyKEeHHS BTOP)KEHU;

- KpunTorpauueckoi 3auThl.

[loncucremMbl cUCTEMBI 3alllUThl TMEPCOHAIBHBIX JAHHBIX HUMEIOT Pa3JIMYHBINA
(GyHKIIMOHAT B 3aBUCUMOCTU OT YPOBHS 3aIIUIICHHOCTH MEPCOHAIBHBIX JaHHBIX MPU UX
00paboTke B MHMOOPMAITMOHHOW CUCTEME MTEPCOHAIBHBIX JAaHHBIX, OMPEACICHHOTO B AKTE
OTIpe/ieNieHUs] YPOBHsSI 3alIMIEHHOCTH TIEPCOHATBHBIX MaHHBIX NpH HX 00pabdoTkKe B
MH(OPMaLIMOHHON CUCTEME MEPCOHANBHBIX TAHHBIX.

5.1. IloacucreMsbl ynpaBjieHHs JOCTYIIOM, PerHCTPAlliH U Y4YeTa

[Togcucrema ympaBieHUsi JAOCTYINOM, PETUCTpAlMd M ydeTa NpeJHa3HayeHa st
peanu3anuy CISayImuX OyHKITHII:

- UIACHTH(HUKAIIUN U TIPOBEPKU MOJIMHHOCTH CYOBEKTOB JOCTYIA MPH BXOJE
B MH(OPMAIIMOHHYIO CUCTEMY MIEPCOHATBHBIX TAHHBIX;

- UIEeHTU(DHUKAIIMA TEPMHUHAJIOB, Y3JIOB CETH, KaHAJOB CBS3HM, BHEIIHUX
YCTPOMCTB MO JOTHYECKUM UMEHAM;

- UACHTU(UKAIIMM TIPOTPaMM, TOMOB, KaTajoroB, (aiijioB, 3amucel, mosien
3anuceil Mo UMeHaM;

- perucTpanuu BXo/a (BbIxoa) CyObEeKTOB IOCTYyIa B CUCTEMY (U3 CHCTEMBI),
00 PETUCTPALMH 3arPy3KH M HHUITHATH3AIIMN OTICPAIIMOHHON CUCTEMBI M €€ OCTAaHOBA;

- pErucTpali TOMBITOK JIOCTyNa MPOrPAMMHBIX CpPEIACTB (IIporpamm,
MPOILIECCOB, 3314, 3a/IaHWi) K 3aluIaeMbiM (aiinam;

- perucTpalumu MOMBITOK JOCTyHa MPOrpaMMHBIX CPEACTB K TEpMHUHAIAM,
KaHaJIaM CBsI3U, porpaMMaM, ToMaM, Katajoram, ¢aniam, 3alucsiM, TOJISIM 3aIicei.

[Moxcucrema ympaBieHHS OCTYIIOM MOXET OBITh pEaM30BaHa C IMOMOIIBIO
MTaTHBIX CPEIACTB OOpaOOTKM TEpPCOHAIBHBIX JAaHHBIX (OMEPAIMOHHBIX CHCTEM,
npuiokeHuit). Tak ke MOXKeT OBITh BHEJPEHO CHEIMAIILHOE TEXHUYECKOE CPEACTBO MITH
WX KOMIUIEKC, OCYIIECTBISAIONINE JOTOJHUTEIbHBIE MEpPhl 10 ayTeHTU(UKAIUU W
KOHTpoJit0. Hanpumep, mpuMeHeHre eIMHbIX XPaHUIHIL YYETHBIX 3alUCeil oJIb30BaTeNeu
U PETHCTPAIMOHHON WH(POpPMAINH, WCTIOIb30BaHUE OMOMETPUUYECKUX W TEXHUYECKUX (C
MOMOIIIBIO AJIEKTPOHHBIX MPOITYCKOB) MEP aAyTCHTH(PHUKAIIUU U TPYTHX.

5.2. Iloacucrema odecredeHUs HEJOCTHOCTH U JOCTYIIHOCTH

[Togcucrema oOecrieueHHs] IEJIOCTHOCTH M JOCTYIMHOCTH TIpEIHAa3HA4YCHA st
o0OecrieueHns IENOCTHOCTH M JOCTYITHOCTH TEPCOHATBHBIX JAHHBIX, MPOTPAMMHBIX U



anrmapaTHbIX CPeJCTB MH()OPMAIIMOHHBIX CUCTEM MEPCOHAIBHBIX AaHHBIX OOIIecTBa, a TaK
)K€ CPEJICTB 3aIUThI, IPH CIYIAHOW MM HAMEPEHHON Moau(uKanuy.

[Togcucrema peanu3yercsi ¢ MOMONIbIO OPraHU3aLUK PE3EPBHOTO KOMUPOBAHUS
oOpabaThIBa€MBbIX JIaHHBIX, a TaK K€ pPE3CPBUPOBAHMEM KJIIOUEBBIX DJIEMECHTOB
I/IH(l)OpMaI_II/IOHHBIX CUCTEM HepCOHa.HBHBIX JAaHHBIX.

5.3. Iloacucrema aHTUBHPYCHOM 3alIIUTHI

[loncucrema aHTUBHPYCHOM — 3allUThl  MpelHa3HayeHa I o0ecreueHus
AHTUBUPYCHOMU 3alIUTHI 00BEKTOB BEIUMCIIUTEIbHON TeXHUKH OOIIecTBa.

CpenctBa aHTHBHPYCHOM 3allIUTHI MpEAHA3HAUEHBI JUJIS PeaTu3alluu CIEeTyIOIINX
byHKIHA:

- PE3UECHTHBIA AHTUBUPYCHBI MOHUTOPHHT

- aHTUBUPYCHOE CKaHUPOBAHUE;

- CKPHIIT-O0JIOKHPOBAHHUE;

- LEHTPAJTN30BaHHAas/ylalleHHas. YCTaHOBKA/JIEHUHCTAIUISILUS aHTUBUPYCHOTO
NpOAYyKTa, HACTPOWKa, aAMHUHHCTPUPOBAHUE, MPOCMOTP OTYETOB M CTAaTHUCTHYECKOM
uHpOpMaLKU 10 paboTe MPOIYKTa;

- aBTOMATU3MPOBAHHOE OOHOBJIEHUE aHTUBUPYCHBIX 0a3;

- OrpaHMYEHHUE MPaB TMOJH30BATENII HA OCTAHOBKY HCIIOJNHSEMBIX 3a7ad U
U3MEHEHHS HAaCTPOEK aHTUBUPYCHOT'O IPOTPAMMHOTO 00eCIeueHHS;

- aBTOMATHUYECKHUH 3aIlyCK Cpasy Mocje 3arpy3Ku OnepaluOHHON CHCTEMBI.

[loncucrema peanusyercs MyTeM BHEIPEHHs CIEUUAIBHOIO AaHTUBUPYCHOTO
MPOrpaMMHOTO 00eCIIeYeHHs BO BCE SJIEMEHTHI MH(POPMAITMOHHBIX CHCTEM MEPCOHATBHBIX
JTAHHBIX.

5.4. Iloacucrema MeKceTeBOro IKPAHMPOBAHUS

[Toncucrema MeXCETEBOIO SKpaHWPOBAHMS TpeAHA3HAUYECHA [UIs peaau3aluu
CIEeIYIOIMUX (YHKITHI:

- (buIbTpaIu OTKPHITOTO U 3amudpoBaHHOTO (3aKpbiTOro) IP-Tpaduka;

- ¢ukcauuy BO BHYTPEHHHUX JKypHaiax HWHPOpMAIMUM O MPOXOASILEM
OTKPBITOM U 3aKpbITOM IP-Tpaduke;

- UaeHTU(DUKAIIMA U ayTeHTU(UKAIMKN AJTMUHHACTpaTOpa WHQPOPMAITMOHHOMN
0e30macHOCTH WM AJMUHHUCTpATOpa UHGOPMAIMOHHON CUCTEMBI MEPCOHANBHBIX JTAHHBIX
IIPU €0 JOKAJIBHBIX 3alIpocax Ha JOCTYII;

- perucTpanuy  BXoja (BeIX0Aa) AJIMHUHHCTpaTopa HMH(POPMAIMOHHON
0e30MmacHOCTH WM AJAMUHHUCTpATOpa UHGOPMAITMOHHON CUCTEMBI MEPCOHANBHBIX JTAHHBIX
B CUCTEMY (M3 CHCTEMbI) TUOO0 3arpy3Kyd M WHUIMAIU3AIUNA CUCTEMBI U €€ IPOTPaMMHOTO
OCTaHOBA;

- KOHTPOJIS LIETIOCTHOCTH CBOEH MPOTPaMMHOM 1 MH(POPMAITMOHHON YacTH;

- GUIbTpalMU  TMAKeTOB  CIYXKEOHBIX  MPOTOKOJOB,  CIYXKallUX s
JMAarHOCTUKY U YIIPaBJIEHUS! pabOTON CETEBBIX YCTPOUCTB;

- GbuIbTpauU C y4eTOM BXOJHOTO M BBIXOJHOTO ceTeBOro mMHTepdelica Kak
CPEJCTBO MPOBEPKHU MOAJTMHHOCTU CETEBBIX a/IPECOB;

- pPETUCTpALMK U y4yeTa 3alpalIMBAEMBbIX CEPBUCOB IPUKIIAJHOTO YPOBHS;

- OJIOKMPOBaHMSI TOCTyNa HEUJACHTU(UIIMPOBAHHOTO OOBEKTA MU CyOBEKTa,
HNOJJIMHHOCT, KOTOPOTO TMpU  ayTeHTU(UKAUWKW HE MOATBEPAMIIACh, METOJaMH,
YCTOHYHMBBIMU K TIEPEXBATY;

- KOHTPOJISI 32 CETEeBOM aKTUBHOCTBIO MPUJIOKEHUIN U OOHAPYKEHHS CETEBBIX
aTax.



Iloncucrema peanusyercsd BHEIPEHMEM IPOTPAMMHO-ANIAPATHBIX KOMILIEKCOB
MEXKCETEBOI0 SKPaHUPOBAHMSI HA TPAHULIE CETH.

5.5. IloacucremMa aHaan3a 3alUIIEHHOCTH

[Toncucrema aHamm3a 3allMIIEHHOCTH, JOJDKHA OOECIeYMBATh BBISBICHHE
ySI3BUMOCTEH, CBS3aHHBIX C OMMOKaMU B KOH(UTYpallMH MPOTPaMMHOIO oOecredeHus
UH(POPMALIMOHHOM CUCTEMBI TIEPCOHANBHBIX JAaHHBIX, KOTOPbIE MOTYT OBITh UCIOJIb30BAHBI
HapyILIUTEIEM I PEaIN3aluy aTakKu Ha CUCTEMY.

@OyHKIIMOHAT IOJCUCTEMBI MOXET OBbITh peajn30BaH MPOrPaMMHBIMH U
IIPOrpaMMHO-ANNapaTHBIMU CPEACTBAMM.

5.6. Iloacucrema oOHapyKeHHs BTOP KeHHUI

[Togcucrema oOHapyXeHUsS BTOP)KEHUM, JOJDKHA OOECIeYMBaTh BBISBICHUE
CETeBBIX aTaK Ha OJJIEMEHTHl WH(GOPMAIMOHHON CHUCTEMBl MEPCOHAIBHBIX JaHHBIX,
MOAKITIOYEHHBIC K CETSIM OOIIEro MoIb30BaHMs U (MJIH) MEXKITYHAPOIHOTO OOMEHa.

OYHKIMOHAT TMOJCHUCTEMbI MOXET OBITh pealu30BaH MPOTPAMMHBEIMH U
MPOTPAMMHO-ANIAPATHBIMKU CPEICTBAMH.

5.7. TloacucreMa KpUNTOrpagu4ecKou 3aIHThI

[Toncucrema kpunTorpadUueckol 3alUThl IpeaHa3HaueHa Uil HUCKIIOYCHHS
HECAHKIIMOHMPOBAHHOTO JIOCTyNa K 3alluInacMoil WHQpOpMAruu B HH(OOPMAIHMOHHBIX
cucTeMax MepcoHaNbHbIX NaHHBIX OOIiecTBa, IpU ee Iepeaaye Mo KaHaiaM CBSI3U CeTel
00111er0 MOIK30BaHM U (MJTH) MEXTYHAPOTHOTO OOMEHa.

[Toxcucrema peanusyeTcss BHEIPEHHEM KPUNTOTPaQUUECKUX  TPOrpaMMHO-
anmapaTHbIX KOMIUICKCOB.

VI. TIloab3oBaTenu HH(POPMALNMOHHBIX CHCTEM NEPCOHAIBHBIX JAHHBIX

B Konuenmuu 0e30macHOCTH INEPCOHANBHBIX JAaHHBIX OIPENEIEHbl OCHOBHBIE
KaTeropuu mosb3oBateneil. Ha ocHOBaHMUM 3TUX KaTeropuil J0JKHA OBITH NMPOU3BEICHA
TUIM3aLM [10JIb30BaTeNed NH(POPMALIMOHHBIX CUCTEM IIEPCOHANBHBIX JAHHBIX, OIPEEICH
UX YPOBEHb J0OCTYIa U BO3MO>KHOCTH.

B wuHQOpManMOHHBIX cHCTeMax MEepCOHANbHBIX JaHHbIX OOmecTBa MOKHO
BBIJICJIUTh  CJCAYIOIIME TPYNINbl  I0JIb30BaTeNeil, y4yacTBYIOIIMX B  00palOoTke
NIEPCOHAIBHBIX JaHHBIX:

- AIMHHHCTPATOP MH(OPMAIIMOHHON CHCTEMBI IIEPCOHAIBHBIX TaHHBIX;

- Omnepatop nHGOPMALIMOHHOM CUCTEMBI IEPCOHATBHBIX JTaHHBIX.

JlaHHBIE O Tpynmnax MoJb30BaTesed, YpOBHE UX JOCTyNa U MH()OPMUPOBAHHOCTH
JOJDKHBI  OBITH  OTpakeHbl B IlojoxkeHMH O pasrpaHHYeHHH TIpaB JOCTyHa K
00pabaThIBaEMbIM MEPCOHATBLHBIM JTaHHBIM.

6.1. AnmuHuHCcTpaTop MHGOPMAIMOHHON CHCTEMBbI NEPCOHAIBHBIX JAHHBIX

AnMUHUCTpaTOp MH(OPMALIMOHHONW CHCTEMbI MEPCOHAIBHBIX JAHHBIX, PAaOOTHUK
OOmiecTBa,  OTBETCTBEHHBIM 32  HACTPOWKY, BHEAPEHHWE M  CONPOBOXKJICHHUE
MH(OPMALIMOHHON CHUCTEMBI MEePCOHANBHBIX AaHHbIX. O0ecnieunBaeT (pyHKIIMOHUPOBAHUE
MOJICICTEMBI YIIPaBJIEHUS JOCTYIIOM HH()OPMALMOHHON CUCTEMbI MEPCOHAIBHBIX JaHHBIX
U YIOJIHOMOYEH OCYLIECTBIISTh MPENOCTaBICHUE M pa3TpaHUYEHUE JOCTyna KOHEUYHOTO
nonb3oBarens (Omnepatopa HMHOOPMAIIMOHHONW CHCTEMBI IEPCOHATBHBIX JAHHBIX) K
3JIEeMEHTaM, XPaHsIIIUM [IePCOHAIbHbIE TaHHBIE.
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AJIMUHHCTPATOp HH(POPMAIMOHHOM CHUCTEMbl NEPCOHANBHBIX TaHHBIX 00Janaer
CIICYIOIIMM YPOBHEM JIOCTYIIA ¥ 3HAHUI:

- obmamaer monHOW uWHpOpManMEe O CUCTEMHOM U MPHKIATHOM
IpOrpaMMHOM oOecrieueHUH HH(POPMAIIMOHHON CUCTEMBI IIEPCOHANIBHBIX TaHHBIX;

- obnmamaeTr monHOM wWHGOpMaIMed O TEXHUYECKHX CpEeACTBAX W
KoH(purypanun HHGOPMAIMOHHON CHCTEMBI IEPCOHATILHBIX TaHHBIX;

- UMEeT JJOCTYI KO BCEM TEXHUYECKHM CpeaCTBaM 00paboTku MH(OpMAIK U
JTAHHBIM B WH(POPMAIIMOHHOH CHCTeMe NePCOHANIbHBIX JaHHBIX;

- o0azlaeT BO3MOXHOCTSMH BHECEHHMS W3MEHEHHH B IPOrpaMMHOE
oOecrieyeHne HMH(POPMALMOHHOM CHCTEMBI TEPCOHANBHBIX JAaHHBIX Ha CTAJAUU ee
pa3paboTKH, BHEAPEHUS M COITPOBOXKICHHUS;

- obnazaer mpaBaMu KOH(QHUIYpHUPOBAHUS W AAMUHUCTPATHBHON HACTPOIKHU
TEXHUYECKUX CPENICTB MH()OPMAIIMIOHHON CHCTEMBbI IIEPCOHANBHBIX JTaHHBIX.

6.2. Omnepatop UHGOPMALMOHHOMH CUCTEMBbI NEPCOHATBbHBIX JAHHBIX

Omneparop HHMOPMAIIMOHHOW CHCTEMBI TEPCOHAIBHBIX JAaHHBIX, PAOOTHUK
OO0miecTBa, OCYIICCTBISIOMUNA  00pabOTKY TMepCOHAIbHBIX JaHHBIX. (OOpaboTka
NEPCOHANBHBIX JIAaHHBIX BKJIIOYACT: BO3MOXXHOCTH MPOCMOTpPA IMEPCOHAIBHBIX JAHHBIX,
PY4YHOH BBOJA TIEPCOHANBHBIX MTaHHBIX B HWH(QOPMAIMOHHYIO CHCTEMY II€PCOHAIBHBIX
JaHHBIX, (OPMUPOBAaHME CIPABOK M OTYETOB 10 UHGPOpPMALMU, IOIY4YECHHOH W3
UH(POPMAIIMOHHON CUCTEMBI ITEPCOHATLHBIX TaHHBIX.

Omneparop uWH(GOPMAIIMOHHONW CHCTEMBl MEPCOHAIBHBIX JAaHHBIX oOOJIagaeT
CJICAYIOIIMM YPOBHEM JIOCTYTIA U 3HAHHIA:

- obmagaer BCeMH HEOOXOOUMBIMH aTpuOyTaMHu (HampuMmep, NapojeMm),
00eCTeYnBaIOIIUMH JTOCTYTI K HEKOTOPOMY TMOAMHOXKECTBY MEPCOHATIBHBIX JAHHBIX;

- pacrioyiaraet KoH(pUICHIINATBHBIMHA JAHHBIMH, K KOTOPBIM UMEET AOCTYII.

VII. Anmunucrparop nHGOPMAIHOHHOI 0€30aCHOCTH

AnvuaucTpaTop MHGOpManMOHHONW  Oe3omacHocTH, pabotHuK  OOmiecTsa,
Ha3HAYaeMbIi TPHUKA30M TeHEepaJbHOro jupekropa OOmecTBa, OTBETCTBEHHBIH 3a
(GYHKIIMOHUPOBAHHE CHCTEMBI 3alIUTHl MIEPCOHATBHBIX JAHHBIX, BKJIIOYAsl OOCITYyKHBaHHE
Y HaCTPOUKY aIMUHHUCTPATUBHOU, CEPBEPHON U KIIMEHTCKOM KOMIIOHEHT.

AIMUHHCTPATOp HHPOPMAITMOHHOHN 0€30MacHOCTH 001a/1aeT CASAYIOIMUM YPOBHEM
JIOCTyIa U 3HAHUM:

- obnmamaer mosHOW wWHpoOpMamueln 00 HWHPOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JaHHBIX;

- MMEET JOCTYI K CPEeICTBAM 3aIlUThl HH(PpOpPMAIIMK U TPOTOKOIUPOBAHUS U K
YacTH KIIIOUEBBIX AJIEMEHTOB HH(POPMAIIMOHHOMN CUCTEMBI NEPCOHANBHBIX JaHHBIX;

- HE MMEEeT NpaB JI0CTyNa K KOHPUTYPHUPOBAHUIO TEXHUUECKUX CPEICTB CETH
3a UCKJIIOYEHUEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX).

AnMuHHCTpATOp HHPOPMAITMOHHOMN 0€30MaCHOCTH YIIOJTHOMOYCH:

- peann30BBIBATh MMOJUTHKH OE30MacHOCTH B YaCTH HACTPOWKH CpEACTB
3amuTel UHOPMAIIUU, MEKCETEBBIX JKPAaHOB U CHCTEM OOHAPYKEHHUS BTOPKCHHM, B
COOTBETCTBHM C KOTOPBIMH TOjdb30Barenb (Omneparop HHPOPMAIMOHHONW CHCTEMBI
NEPCOHAIBHBIX  JAHHBIX) TIOJy4aeT BO3MOXHOCTh  paboTaTh €  DIIEMEHTaMH
MH(OPMaLMOHHON CUCTEMbI IEPCOHANIBHBIX JaHHbIX;

- OCYIIIECTBISTh AyTUT CPEACTB 3aIIUTHI HH()OpMAIIHH;

- OCYILIECTBISATH KOHTPOJIb 32 JEHCTBUSAMH MOJIb30BaTeNel HH(OPMAIIMOHHON
CUCTEMBI TIEPCOHANLHBIX JAHHBIX MPU UX PadOTE C IEPCOHAIBHBIMY JTaHHBIMH;
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- YCTaHABJIMBATh JOBEPUTENbHBIC OTHOIIEHUS CBOEH 3aIIMIICHHON CETH ¢
CETSIMU JPYIUX OPraHU3alUN U yUIPEKICHUM.

JIOMKHOCTHBIE 00sI3aHHOCTH AJMUHHCTpaTOpa WH()OPMAIMOHHOW 0€30MacHOCTH
onucansl B MHCTpYKIMM A IMHUHHUCTpaTOpa HH(GOPMAIIMOHHON 0€30MacHOCTH.

VIII. TpeOoBaHusi K pa0OTHUKAM 10 00eCTeYeHUI0 3AIIUTHI MePCOHAIBbHBIX
JAHHBIX

Bce pabGornukm OOmiecTBa, SABISIONIMECS IOJB30BATENSIMU HH(OPMAIIMOHHBIX
CHCTEM MEpCOHAIBbHBIX JIAHHBIX, JOJDKHBI 4YETKO 3HaTh U CTPOrO  BBINOJHSATH
YCTQHOBJICHHBIC MpaBWJIa M OO0SM3aHHOCTH IO JOCTYIy K 3alllMIIaeMbIM OOBEKTaM H
COOJIIOJICHHUIO YCTaHOBJIEHHOT'O PeXHMMa 0€30I1aCHOCTH NEPCOHATIbHBIX JAHHBIX.

[Ipu BeTymieHMH B JOJDKHOCTH HOBOTO  pabOTHHMKA  HENOCPEICTBEHHBIH
PYKOBOJIUTEINb CTPYKTYPHOI'O MOJpa3/iesIeHus] 00s3aH OpraHU30BaTh €r0 03HAKOMIICHHE C
JOJDKHOCTHOW HMHCTPYKIMEH M HEOOXOAWMBIMU JIOKYMEHTAMH, PErIaMEHTHPYIOUUMH
TpeOOBaHUs 1O 3alIUTE NEPCOHANBHBIX JAHHBIX, a TAKXKE 00y4eHHE HABBIKaM BBIITOJIHEHHS
nporenyp, HeoOOXOAUMBIX JJIsi CAaHKIMOHUPOBAHHOT'O HCIIONBb30BaHUS MH()OPMAIIMOHHBIX
CHCTEM MEPCOHAIBHBIX TaHHBIX.

PaboTHHK n0mKeH OBITh O3HAKOMIIEH ¢ HacTosme [1oauTuKoi, ycTaHOBICHHBIMU
npolex ypamMu padoThl ¢ 2JEMEHTaMH MH()OPMALIMOHHOW CUCTEMBI IEPCOHATIBHBIX JaHHBIX
U CUCTEMOH 3aIlUThl IEPCOHANBHBIX TaHHBIX.

PaboTaukm OOGmiecTBa, UCMOIB3YIONINE TEXHUYECKUE CPEACTBA ayTeHTU(PUKAIINH,
JOJDKHBI 00ecreunBaTh COXPAHHOCTh IMEPCOHATBHBIX HMICHTU(UKATOPOB (AIIEKTPOHHBIX
KJII04el) U He JOIyCKaTh HECAHKLIMOHUPOBAHHBIN JOCTYI K HUM, a TaK kK€ BO3MOXKHOCTb
UX yTE€pPU WIM UCIOJIb30BAaHUS TPeTbUMHU JMnamu. lloip3oBareny HECyT MepCOHATBHYIO
OTBETCTBEHHOCTb 332 COXPAHHOCTh UJICHTU(UKATOPOB.

PaGotHukm OOmecTBa JODKHBI — CJIEOBAaTh  YCTAHOBJICHHBIM  IMPOLEAYpaM
HNOJJCpP)KaHUsT peXrMMa O€30MACHOCTH IMEPCOHAIBHBIX JIaHHBIX MpH  BbIOOpE U
UCIIOJIb30BaHUH MAapOoJIel (€CIU HEe UCIONMB3YIOTCS TEXHUYECKUE CPECTBA NIACHTU(UKAIIIH
1 ayTeHTHU(UKAIIN).

PaGorHukn  OOmiecTBa  JOMKHBI ~ OOECHEUMBATH  HAJICKAIIYIO  3alIUTY
000pyIOBaHUs, OCTaBIsIEMOro 03 MpPUCMOTpa, OCOOCHHO B TEX Ciydasx, KOrja B
MOMEIIEHNE HMMEIOT JIOCTYINl TOCTOPOHHHWE juua. Bce mosibp3oBarenn MHPOPMALUOHHOM
CHCTEMBl IE€PCOHAIBHBIX JAHHBIX JOJDKHBI 3HaTh TpPeOOBaHUS IO O€30MacHOCTH
NEPCOHANBHBIX JAHHBIX M MPOIENyphl 3alIUThl 00OpYIOBaHHUS, OCTaBIEHHOrO 0e3
IPUCMOTPA, a TAKXKE CBOM 00SI3aHHOCTH 10 0OECIIEYEHNIO TaKOH 3aIUTBHI.

PaGoTHukam  3ampemiaercs  ycTaHaBIMBaTh  IOCTOPOHHEE  IPOTPaMMHOE
o0ecrieyeHue, MoAKII0YaTh JIUYHbIE MOOUJIBHBIC YCTPOHCTBA U HOCUTEIH WH(OpMAINH, a
TakK >K€ 3allUChIBaTh Ha HUX 3aILUIIAEMYI0 HH(OPMALIHIO.

PaboTHukam 3ampemiaercs pasriamarh 3alldilaeMylo HHGOpMAIHMIo, KOTopas
CTajla UM U3BECTHA B CHJTY BBINIOJIHEHUS] UMU CBOUX JTOJDKHOCTHBIX O0SI3aHHOCTEH.

[Ipu pabote ¢ mNepcOHATbHBIMU JAaHHBIMH B HMH(OPMAIIMOHHOW CHCTEMeE
NEpCOHANBHBIX JaHHBIX paboTHUKM OOmiectBa 00sf3aHbl HCKIOYHUTh BO3MOXHOCTb
IPOCMOTpPa TEPCOHAIBHBIX JAHHBIX TPETHHUMHU JIMIAMH C MOHHTOPOB OOBEKTOB
BBIYUCIIUTEIbHON TEXHUKHU.

[Tpu 3aBepiieHun paboOThl ¢ HHPOPMALMOHHON CHCTEMOU MEPCOHATBHBIX JTAHHBIX
paOOTHUKM O00s3aHbl 3alIUTUTh OOBEKTHl BBIUUCIUTEIBHOW TEXHUKM C TOMOIIbIO
OJIOKMPOBKH KJIFOYOM HJIM SKBHBAJICHTHOT'O CPEJCTBAa KOHTPOJIS, HAIpUMeEp, JOCTYIIOM IO
HapoJII0, €CIIM HE MCIIONIb3YIOTCS 00JIee CUIIbHBIE CPEJCTBA 3aIUTHI.

PabotHuku OO1miecTBa J0JKHBI OBITh TPOUH(GOPMHUPOBAHBI 00 YTpo3ax HapyLIICHUS
pexxuma 0e30IacCHOCTH NMEPCOHATIBHBIX JAaHHBIX U OTBETCTBEHHOCTH 33 €ro HapylICHHE.
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OHM 10JKHBI OBITH 03HAKOMJICHBI C YTBEPKACHHOW (POpMaIbHOI mpoueaypoil HaloKeHHs
JUCLUIUIMHAPHBIX B3bICKAHUH Ha pAaOOTHUKOB, HAPYIIAOUMX MPUHATHIE MOJUTHKY H
nporeypbl 6€30MaCHOCTH NMEPCOHATIBHBIX JaHHBIX.

PaGoTHukm 00s3aHbI O6€3 MpoMeUIeHHs coo0IaTh 000 BCEX HAOIMIOAACMBIX HIIN
MOJO3PUTENBHBIX CIIydasx padoThl HHPOPMAITMOHHONW CUCTEMBI NIEPCOHATIBHBIX JTaHHBIX, a
TaKX€ O BBIBIECHHBIX MMM COOBITHSAX, 3aTparkBaroOIUX O€30MacHOCTb MEPCOHAIBHBIX
JAHHBIX, PYKOBOJCTBY U JIMIly, OTBEYAIOIIEMY 3a HEMEJJIEHHOE pearipoOBaHUE HA YTrPO3bl
0€30I1aCHOCTH NEPCOHATIBHBIX JAHHBIX.

IX.  JlosskHOCTHBIE 00513aHHOCTH MOJIb30BaTe el HHPOPMALMOHHON CHCTEMbI
MEePCOHAIbHBIX JaAHHBIX

JIOMKHOCTHBIE ~ OOSI3aHHOCTH  TIOJIb30BaTENIe  MH(POPMAIMOHHON  CHCTEMBI
MEPCOHAJIBHBIX TAHHBIX OMMMCAHBI B CJICAYIOIINUX JOKYMCHTAX:

- WNucTpykius AnmuHuctpaTopa HHGOPMAITMOHHONW CUCTEMBI TTEPCOHATBHBIX
JAHHBIX;

- Wuctpykuus Omnepatopa HWHPOPMALMOHHON CHUCTEMBI MEPCOHAIBHBIX
JAHHBIX.

X. OTBeTCTBEHHOCTH MOJIb30BaTe el HHPOPMAIMOHHON CHCTEMbI
NMEePCOHATbHBIX TaHHBIX

B coorBerctBHM co crathsaimu 24 denepanpHOro 3akona ot 27 wmrons 2006 r.
Ne 152-®3 «O mnepcoHanbHBIX MaHHBIX» JIMIA, BUHOBHBIE B HapYIICHHH TpPeOOBaHUU
QenepallbHOTO  3aKOHA, HECYT TPaXKJaHCKYIO, YrOJIOBHYIO, aJIMUHHUCTPATHUBHYIO,
JUCLUIUIMHAPDHYI0O M HMHYIO IPEAYyCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickoit
®enepalyii OTBETCTBEHHOCTb.

JlencTByromee  3akoHOJaTenbCTBO  Poccmiickont — denepauuu  MO3BOJISAET
NPEAbSIBIATL TpeOOBaHUA 1O OOECmedeHUI0 Oe30macHoi paboThl € 3alIUIIAcMON
uHpopMalrell U TpeaycMaTpHBaeT OTBETCTBEHHOCTh 3a HApYIICHHE YCTaHOBIIEHHBIX
npaBuiI dKcIuTyatanua OBM u cucteM, HemmpaBOMEpHBIN JOCTYN K HH(GOPMAITUH, €CITH 3TH
JNEHCTBUS TIPUBENU K YHUYTOXCHHUIO, OJOKUPOBAaHUIO, MOAU(HUKAIINN UHPOPMAIIUU WIN
HapymeHuto pabotsl OBM wumm cereit (ctatbu 272, 273 u 274 YK PO).

[Tonp3oBarenn HMHGOPMAIIMOHHOW CHUCTEMBI TEPCOHAIBHBIX JAaHHBIX HECYT
OTBETCTBEHHOCTh 3a BCE JCWCTBUS, COBEpLICHHbIE OT MMEHU WX YYETHBIX 3amHUCced Wiu
CHUCTEMHBIX YYETHBIX 3alMced, eclii He JoKa3aH (PaKT HECAHKIIMOHHUPOBAHHOTO
MCIOJIb30BAaHUs YUETHBIX 3aMuCeil.

[Tpu nHapymenusax pabornukamu OOmectBa — [lonp3oBaTensiMu HHPOPMALMOHHOM
CUCTEMbl NMEPCOHAIBHBIX JTAaHHBIX MPAaBHJI, CBA3AHHBIX C 0€30MaCHOCTHIO MEPCOHATIBHBIX
JTAHHBIX, OHU HECYT OTBETCTBEHHOCTb, YCTaHOBJIEHHYIO JNENCTBYIOIUM
3akoHoJaTenbcTBOM Poccuiickoit denepanmu.

[IpuBenennpie BbIe TpeOOBaHMS HOPMATUBHBIX JOKYMEHTOB 110 3alllUTe
uH(pOpPMaLlMU JOJDKHBI OBITH OTPAKEHBI B JIOKAJIBHBIX HOPMATHUBHBIX M MPABOBBIX aKTax
OomecTna.



